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Introduction:

ZDRERBEZERDBEY AT AICKDRIESNDD T—HAYTT T+ (T—9TEMW &
ZDREIYRATADEARERFTDEDTH D, AZIF. GMPT =5 DFREMADERRFICRIT DMHRA
(HEEERT) DEERHERNDHAII VA THD, A5V RAIRESIORHFICET IR
TDEU GMPZ®RTIDCEEZRHUTRHRYD.. ENEDHDERERERHIHD K UEudralex volume
4ABDDCGMPREY VF - FEEEICTHD T E,

T—=YNT Y ZADEMEAZEU-GMPOE1BICERE SNCERERHEY AT AICHAANDC
Eo THANTIZADIZHDHNIFHBRREICHDHOLENETDCE, K£>TC. BEDT—H
R ICIRFERENSFEZED CEZ2ERREEEBODMIMICKDOTNDDTIREN, BULB,
HEYRERERBIRREEZEONDL DBtlIE. T—YF1YTTITADIRDICEDNTHED E
(FERATDCENKRDENTNDDTHD. TLUT, ZDHEHMADEE EISDRIBEIRMWE CEIC
THHZ LoD EXBIEL TR,

T YTOIT 1 DEHPEFEES () T —HRKVEBFT—HYDWHICEHFLUIBRAIND,
Bt/ IVE2 —IEDSFEST/MRN—RAIYRATLAMNRICEBRICKD, T—H1VFTUF
1 DEENRBERDINITTIRNCEZ, EERHEESEXEEDASNERBL TR E, EC
1BH2001/83%23%K(3. RFERKMDESZER L. LIHBOSNTNDIRZEHTAEICIDE
BREHEUREIT D EZERIBBICKDH TS, BEME/ IV E 1 —HENSFES /MR-
AYRATIAINRI LR, COECERICHIDITEED—BERERDED.

COACTVRzZ@L, BEIDIERLNA/N=U VDI THRUIZ,

Data integrity is fundamental in a pharmaceutical quality system which ensures that medicines are of
the required quality. This document provides MHRA guidance on GMP data integrity expectations
for the pharmaceutical industry. This guidance is intended to complement existing EU GMP relating to
active substances and dosage forms, and should be read in conjunction with national medicines

legislation and the GMP standards published in Eudralex volume 4.

The data governance system should be integral to the pharmaceutical quality system described in
EU GMP chapter 1. The effort and resource assigned to data governance should be commensurate
with the risk to product quality, and should also be balanced with other quality assurance resource
demands. As such, manufacturers and analytical laboratories are not expected to implement a
forensic approach to data checking on a routine basis, but instead design and operate a system
which provides an acceptable state of control based on the data integrity risk, and which is fully

documented with supporting rationale.
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Data integrity requirements apply equally to manual (paper) and electronic data. Manufacturers and
analytical laboratories should be aware that reverting from automated / computerised to manual /
paper-based systems will not in itself remove the need for data integrity controls. This may also
constitute a failure to comply with Article 23 of Directive 2001/83/EC, which requires an authorisation
holder to take account of scientific and technical progress and enable the medicinal product to be

manufactured and checked by means of generally accepted scientific methods.

Throughout this guidance, associated definitions are shown as hyperlinks.

T8 DUT1 AT ERET DT YTTUT 1 « JRDDRRIRE !

Establishing data criticality and inherent integrity risk:

T=HAYTT)T 1« OBEWRTHEACNA. REYRT AOBRIBEEDICERSN MERNE
BORMMERELSERDCE, T—H1YTIT T« DRENTHEHCE. BEHET D80
T=HAYTITIT 1 DEBEICDODNTORY Yy IHBEZENDCE, ZOXRDSHEHSLHEH
[CH0Z. FIEDOKXDEHEHONEIEOIYE Q- Y RAT ANDP I ZADK DISHEAMBIEIEIC D)
TERLSBRDTE, HABINEIEE UTIIFIR. BMMEERE LU TIDIVE L —FYRT ANDT
DEASEND D, T—I 54TV DILDBEDICXT T DHEBHDB R OKRMHEIRIC EDFRET
NaBEDINE. HERBRENDHEEICHDHOTENTHDICE,

T @ MICBESNEFSSOERETCR. HDANE (D BRESHEBDSEM TSEREBH
FRENTRER IV E 2 —FMEIYRT AICDIEDBLUVVESEICKDERIND, EDT =5, HBL)
FZ2DFT—ZEERE UEIERLTNDYRFT AN EDREBRRE T DN DEDEDERE
BESNDDONCKD, T=H1YTTUT«ICIDIBENI XDIEERD. (H128R)

In addition to an overarching data governance system, which should include relevant policies and

staff training in the importance of data integrity, consideration should be given to the
organisational (e.g. procedures) and technical (e.g. computer system access) controls applied to
different areas of the quality system. The degree of effort and resource applied to the
organisational and technical control of data lifecycle elements should be commensurate with its

criticality in terms of impact to product quality attributes.

Data may be generated by (i) a paper-based record of a manual observation, or (ii) in terms of
equipment, a spectrum of simple machines through to complex highly configurable computerised
systems. The inherent risks to data integrity may differ depending upon the degree to which data (or
the system generating or using the data) can be configured, and therefore potentially manipulated

(see figure 1).
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Figure 1: Diagram to illustrate the spectrum of simple machine (left) to complex computerised system

(right), and relevance of printouts as ‘original data’

Simple Complex

B
-

LC-MS

pH Meter Filter integrity tester

UV Spec HPLC systems LIMS system ERP System

FT-IR CAPA System
Mo software Simple software Complex software
FYUL RTY Rk YETF—4E2EETE3 TUU T IMERT—2DORDY EFHESHELD
Printouts Could > Printouts not representative

Represent Original data

(diagram acknowledgement: Green Mountain QA LLC)
(BNDHEE : Green Mountain QA LLC)

L5DH1 ICEU. pHSHORMREDEERY XT AICHLUTEF v U TU—Y 3 Y DHDIUET
Hd. — 3. BHBY AT ALK TRHUZRAEONIT—Y3 V] BIMETHD, NUT—Y3Y
DHENE. ERICBNTEDSENEEBAT D, —I. BEODICEMENMENY T AERBICHT
LEDTENDDNBETHD. COXDIBRYRATAICHBNTIL, BGT DMBREBDICHDT —H1%
EOIEDRUT AR &, [IDODNDCEBRLITATUEDITENBDED. ZORIBEIYRTAEL
Tl FTAR. UV DB R EDR DB A - —RETRESENZEOLERIY RFPO-Y IR
TLSED DD,

With reference to figure 1 above, simple systems (such as pH meters and balances) may only require

calibration, whereas complex systems require ‘validation for intended purpose’. Validation effort

increases from left to right in the diagram above. However, it is common for companies to overlook
systems of apparent lower complexity. Within these systems it may be possible to manipulate_data or
repeat testing to achieve a desired outcome with limited opportunity of detection (e.g. stand-alone

systems with a user configurable output such as FT-IR, UV spectrophotometers).
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Designing systems to assure data quality and integrity

T YT T 1 RANDBEERET DLDIBITECYRTLAZHRFTIT D&,
BIZIE. MTRORBEREERETD !
o HANRIVIRZERDIVEA DOV INDP O ZERZ., BUICERET D
o BIFZITDEFETNYFRFICPICATEDLDICUTCRE, —HNICRFLET—F%=&
FR/RECERICERSE T DUEBNRNNKLDICL TR
o TFTHRBRBMOEREEZEDICTD
GREBE - IR IE. T—HDEFEAIRICIFFIE > IN—IBSEBECENF L. HABLL
TR, TOXDICUTRITIE, sefrEsic A UICEEBMOREZIETED)
o IA—Y-—DOPULRIERE U FESEWICKD., T—IDIBIEZEHIETD
o T—HZBEIRHRIDN HAINWIKEDXIDICHISICT ) VI —-&EDITD
GREE | T—YDFEEHRHRD. T—YDARSA. FEFBART—HEEHZMTHIC,
T—HZBEEHRT DINDDHDNERFDXIDICHEEC T I VY —&EDITD)
o TUVH—AFEBROGREICEL
GRET : T VA —ZEEBPDAREICEE. MERT )Y PO REIICHEIRTED
KIICLTHL
o YUYTUVIRAVRIPOEBIALDIK LTRSS BIRIE. KIYRFLH)
o TAERIEEETOBENET —FICPIEATETDLIICLTRL

DA R =S DRNDDICEELZE > TEEZERI DDEHHNE L. TEROBESICRDITE,
o EBRIB/NHEDOEREDIRD ERDHE. PIAIE. BEREFSICKDST YNTAZRET
SENSYAN:ZI=]
o NXEHHDNIRY v I DEEN/SBOFIREZITANDES, BHIAL. FELEAXL—5
KDZENDN, LFELLIEREEND uBﬁmﬁﬁgéﬁﬁ

WRRICHNT, LIDFERIIEEEELBDIT TH D HERARIFREDOERSE CECRDERBE DM
ZHR LU TR CE, BEIRFEOEREEL. Y THNIEEET D L, COEESDRENICH
BoTKW, LIDER. XEFER TOTOERAZFIREICHEH UERL TR CE, FE. 2
DFIESICITBRASNDFEEZHC L TR E,

Systems should be designed in a way that encourages compliance with the principles of data integrity.
Examples include:
e Access to clocks for recording timed events
e Accessibility of batch records at locations where activities take place so that ad hoc data
recording and later transcription to official records is not necessary
e Control over blank paper templates for data recording

e User access rights which prevent (or audit trail) data amendments
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¢ Automated data capture or printers attached to equipment such as balances
e  Proximity of printers to relevant activities

e Access to sampling points (e.g. for water systems)

e Access to raw data for staff performing data checking activities.

The use of scribes to record activity on behalf of another operator should be considered ‘exceptional’,

and only take place where:

e The act of recording places the product or activity at risk e.g. documenting line interventions
by sterile operators.

e To accommodate cultural or staff literacy / language limitations, for instance where an
activity is performed by an operator, but witnessed and recorded by a Supervisor or Officer.

In both situations, the supervisory recording must be contemporaneous with the task being performed,
and must identify both the person performing the observed task and the person completing the record.
The person performing the observed task should countersign the record wherever possible, although
it is accepted that this countersigning step will be retrospective. The process for supervisory (scribe)
documentation completion should be described in an approved procedure, which should also specify

the activities to which the process applies.
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Term Definition Expectation/guidance (where relevant)
Data BT =2 oo R T =21
(B 21T, W St 5L) A THEREVPPETHL Z L
T—45 L- AR HVEANTHD Z L
Information derived or obtained from raw data C- HIRpICERisT DL
(e.g. a reported analytical result) O- FUVPF-La—FbdWT
Erae—ThHod L
A- EfETHLZ L
Data must be:
A - attributable to the person generating the data
L — legible and permanent
C — contemporaneous
O — original record (or ‘true copy’)
A - accurate
Raw data A ENREOENA, T2bbls LUFE L TRE. 5 AT —2I%
VITIEfER o B — & UTRE SN TV D ek & CE AT o T—HIATHA I NVEBMLTCRBMEEMBERL, 77 EAXT
E7—4 —ZFEARZRGIEC LD | BIEIC O IR ik 5 = EHT L
Lo RFEROPhEFORRZR R E S 1 TE 7 — & 2R AF7 o THEERLIFELTRICHELTELLOTHLZ

LW, 7V b7 o NETEHIIT 5, 20X D etk
DEEE., TV T U M ET—X 2T 5

Original records and documentation, retained in the format
in which they were originally generated (i.e. paper or
electronic), or as a ‘true copy’. Raw data must be
contemporaneously and accurately recorded by permanent
means. In the case of basic electronic equipment which
does not store electronic data, or provides only a printed
data output (e.g. balance or pH meter), the printout
constitutes the raw data.

&

Raw data must:
- Be legible and accessible throughout the data lifecycle.
= Permit the full reconstruction of the activities resulting in the
generation of the data

UTOERIZENTIE,

[7—481 [k TET—2 %28
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In the following definitions, the term 'data’ includes raw data.

] EH /a8t (BRHHHE)
Term Definition Expectation/guidance (where relevant)
Metadata: AT =B LIX, DT —ZORMEEHRAL, TOT—FDIK | T—FOF (KXF)
NRERELEZ DD THL, BH, bR X7 —4
AET—4 DR, 77— 2 EHER, 7T — X OMARRSFEEZ ~T T —2 T | 3.5

boh, Flo, MARRET L2720 bbb D,

Metadata is data that describe the attributes of other data, and
provide context and meaning. Typically, these are data that
describe the structure, data elements, inter- relationships and
other characteristics of data. It also permits data to be
attributable to an individual.

T OB A T A 4T — 5 ERUE TR,
sodium chloride batch 1234, 3.5mg. J Smith 01/07/14

AT =2 IR EEN T b D TH D, A X T —F 7R LTI
T =IO ER S FFZ 720,

Example: data (bold text)
35
and metadata, giving context and meaning, (italic text) are: sodium

chloride batch 1234, 3.5mg. J Smith 01/07/14

Metadata forms an integral part of the original record. Without
metadata, the data has no meaning.

Data Integrity

T=RATT) T«

T—=HTATHA I NVEEBLT, TXTOT —FBFERT,
FIGHEL | PO TH HIEE

The extent to which all data are complete, consistent and
accurate throughout the data lifecycle.

TS TATIA 7 NVEBLTT —H OIEMENE, 52tk WE, B
L UBHRBHERICHERF TE DL T—H AT 7 VT 1 DIV Ik
HERDD Z L,

Data integrity arrangements must ensure that the accuracy,
completeness, content and meaning of data is retained throughout
the data lifecycle.

Data governance

F—EHNRFUR

FT—=HRTATHA I INEELTT —Z N THIER L EHE
RT—HTHDHEERIET D L0, T — X HMEICHE

Sk - ALER - R - T A HEOESTHY ., T—XDAK
BRI B 720,

The sum total of arrangements to ensure that data,

FT—=BHNRFURAE LT, FA T A I NV B LT —HTEE
WCHEBT2Z L, F72, HEDL LIEHBE TR WEROLE|Z
R HEEEE L TT =44 2727 )T 4 DFANCEAT <
Tt AL VAT LEREH - EHLE=XY 0 THLIEZD
L.
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Definition

Hte/fedt (BRRHHER)

Expectation/guidance (where relevant)

irrespective of the format in which it is generated, is
recorded, processed, retained and used to ensure a
complete, consistent and accurate record throughout the data

lifecycle.

T =R HNF U ADHRARNE, T AT 7V T 4 OJFAIN
BHETHOILDAA Y THEEEDH L, £, =T7—, F
Wy, ek LSRRI TICHE T Lo A —T 07
B A ERRCT B T EBREED b E DL L,

EHREBREL. T—H AT TV T 4DV R BHR/MET D X
VIRV AT KL FEEHEET 2 ET R H S, £7-. ICHQID
FRIZRWTEE U 27 2T 28T & 5, BB EE
I, e EEEICBWCHORERICT —% A4 7 7 U7 1 R~
DEEMELE2—T 3T &,

Data governance should address data ownership throughout the
lifecycle, and consider the design, operation and monitoring of
processes / systems in order to comply with the principles of data
integrity including control over intentional and unintentional
changes to information.

Data Governance systems should include staff training in the
importance of data integrity principles and the creation of a
working environment that encourages an open reporting
culture for errors, omissions and aberrant results.

Senior management is responsible for the implementation of
systems and procedures to minimise the potential risk to data
integrity, and for identifying the residual risk, using the
principles of ICH Q9. Contract Givers should perform a similar
review as part of their vendor assurance programme

Data Lifecycle

T—R25494 )L

BT =2 2G0T — 2 OHFMITBIT LT XTOREETHY |
I BB 31T DB R & REdk B . ZBHAORAT 2 3 Lo AL PR
A, 7= 2R, BEEET, BIUOMIEETTH S,

All phases in the life of the data (including raw data) from
initial generation and recording through processing
(including transformation or migration), use, data
retention, archive / retrieval and destruction.

F—AWEEOFNEIIT, T — X OEEM ERRE R B ES
Bk, RREAHIEIE, Ny FLEO XD Aeisk, BGEARO B
F—X4_ bt FEKEEOBHT -2 bR ERHRE TCEDL LI
T 5L, ZNHEBITH Y, REHIFIZS0FEICE L S5GE
bbb, Tz, BEOTDIZ, Vi EL22EMOT — X 1T
ICEILTELLHICLTHL Z L,

The procedures for destruction of data should consider data

©2015 Xpro Associates, LLC All right reserved 10/28
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Hte/fedt (BRRHHER)

Expectation/guidance (where relevant)

criticality and legislative retention requirements. Archival
arrangements should be in place for long term retention (in some
cases, periods up to 30 years) for records such as batch
documents, marketing authorisation application data, traceability
data for human-derived starting materials (not an exhaustive list).
Additionally, at least 2 years of data must be retrievable in a timely
manner for the purposes of regulatory inspection.

Primary Record

IEEDCER

BEOTHETT =2 BRAFFHIES NS 5 WIIRESNTE
V. TNOBRAREE Lo HEITEE LT 5k

The record which takes primacy in cases where data that are
collected and retained concurrently by more than one method
fail to concur.

R UT — X NEED Y AT LML RFFICEEEINTWDIGAE. T
— AR Z T —AFTAFEILED T AT AN IEDFER % ALK
URE L TWANRD D Z L, EOREEDBIHEITNE Y 2T LITE
WTHEL T —ANRNS I —2ATERETHZLDRNWE BT
L,

URT =P A 2 MNREAIZFH L, IEOfR#EE LTHRE LT —4
N RO IEFEME, 522t NEB L OEREZEEEICE S L Y1215
ZL, BIRIE, EOREERR T — 2 H D WVITE AL DER T — 4
TlE7e < AR RREZR T — & 5 5 WIFEIRIRCFENC L 28T — &
ZIEDOFEICIRET 2018 F LL 20, HIEINE R LT — %
B ) A R—ATRET 256, TXTOT— X2 EETHZ
L,

In situations where the same information is recorded concurrently
by more than one system, the data owner should define which
system generates and retains the primary record, in case of
discrepancy. The primary record’ attribute should be defined in the
quality system, and should not be changed on a case by case
basis.

Risk management principles should be used to ensure that the
assigned ‘primary record’ provides the greatest accuracy,
completeness, content and meaning. For instance, it is not
appropriate for low-resolution or static (printed / manual) data to
be designated as a primary record in preference to high resolution
or dynamic (electronic) data. All data should be considered when
performing a risk based investigation into data anomalies (e.g. out

©2015 Xpro Associates, LLC All right reserved 11/28
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Expectation/guidance (where relevant)

of specification results)

Original record /True
Copy:

FYSFHIL-La—FK/
EMGZar—

AUVCFIL-La—F:

EUDIZEKR SN2 77 A NERXLLNET7+—~ v |
WCEDHTF—FT, La—RKoA T 705 ¢ (EfEt., 524k,
NEBLOERK) NMEZLTW5, filziX, Kicka2FEE=D
FElEpacarva—2 by AT Ao hSni=E 4T
— X7y A)

EHARIAE—: 4V PFH - La— ROEMEARIEERR D E—,
T — 2 BT —2 D EL 5 TH LW,

BT — & L3 D L idpdfis o X e EER RS TH
%, BT — X LIXE R THY , 2— P B2 T —
DEWESHTZY TX 5,

FV I La—ROEMRaIE—THY, bbb EAKS
Nt EbRL7H—~y L LIEE RS> T7+—< > b
THRIESNTWD, HlziE, ROLEOM = v —, itk DE
FAX Y, HDOWVITETFICAER S NTZT — X ORKLER

Wﬂ [ CHGUTH L, Bl TGO N R TORNAESEK
%, KRIEEEEN DTG 2 &be%fotb\

i EEGRE - THETH Y HRRRa v -0l T 5,

B : 7 A THY, BINETLEROFTH 2,

B2 : FIRS DT ERIpdfic Bfa st &, Z7a~ 7T 7 ¢
FLERITFRIT T& < 2 DV R—=RA T 4 BN TV D iHElk &
PERLTHDZENTERLS D, BRAZ, Juvw  NTT7
(AR 557 — 2 R—=2AEROBEF LR THNIE, T—
X a2 B, HAFRE, 7=V —F 52 LR TE, @mYIRT
7B AR BT, LE 2 —FITHMT L, B 4 —L
RERRL, N—=AT A &g SIEX LI 2 & BICFEIC A
HZENTED,

FV VI La— REE#Ra =350 T 7T 4 (I
etk sE e, WEB X OEW) 2R 6720, U o)L .
La— ROIEHER RYo) av—zA4 ) PFn - ba— Rz
THRE LTIV, B, itk Axy 2, L, 28—01
YT UT 4 BRGELRET D EL I NSNS D Z R
FHch b,

HHFLER S A ) T NT —=F DA T TV T 4 R LTS 2
EAFEHTE 2D THIE, ETFHHIETERSNIZAET — 2 2
H LT pdf B THRET L2 LNBERBND,

L2l T R_RTCOET—HOMGEFA A —, AXT—4 BHET
DB ERERT 7 AV, BT ORITHRE R 7 v =T
VAT LD E, F L THIEEDET —F 1 v b OFERIC

MBI T — ZABEOE TR (XY v NEERIEM 2 E5T) &5
DX OT—HRE T o R AT LT RIER LR, Fi,
La—RO7Y > b7 U MRIERERRILE 725 T 2 & 2 RRGE
THHEEZXENN L TBMERD D, ZDFHIETIBZE5< GMP
WAEORERETHTEOOFEHE LW B A TEHEITH S,

%< OEALEEEITER (B %)%ﬁf%ﬁb T—HEBETE D
FIOCLTCBLLDOPREETHD, T X 2BHHENTRET DL L
NALTTVT 4 LB LITBRHORIFIZE - TEHETHILIEE.
T T CRET RETH D, TDOZ LY R ZHESH
TEHLTELLZ L,

* A2 H VAT LADON) T arD—ELE LT, I
—HAL AT AORERGEEZHE L. TXH/ EE L, 7 A<
TIRAINBRNE IR#EL TR 2 &, T FEITIC R D 256
ERTNEFET -2 EEZLND,

Original records and true copies must preserve the integrity
(accuracy, completeness, content and meaning) of the record.
Exact (true) copies of original records may be retained in place of

©2015 Xpro Associates, LLC All right reserved 12/28

MHRA Datalntegrity Guide_v1.1_J_150712a.doc




XPRO

[ I

£B
AR

Term

bt -

Definition
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Expectation/guidance (where relevant)

Original record: Data as the file or format in which it was
originally generated, preserving the integrity (accuracy,
completeness, content and meaning) of the record, e.g. original
paper record of manual observation, or electronic raw data file
from a computerised system

True Copy: An exact verified copy of an original record.

Data may be static (e.g. a ‘fixed’ record such as paper or pdf) or
dynamic (e.g. an electronic record which the user / reviewer
can interact with).

Example 1: a group of still images (photographs — the static
‘paper copy’ example) may not provide the full content and
meaning of the same event as a recorded moving image (video
— the dynamic ‘electronic record’ example).

Example 2: once printed or converted to static .pdfs,
chromatography records lose the capability of being
reprocessed and do not enable more detailed viewing of
baselines or any hidden fields. By comparison, the same
dynamic electronic records in database format provides the
ability to track, trend, and query data, allowing the reviewer
(with proper access permissions) to reprocess, view hidden
fields, and expand the baseline to view the integration more
clearly.

the original record (e.g. scan of a paper record), provided that a
documented system is in place to verify and record the integrity of
the copy.

It is conceivable for raw data generated by electronic means to be
retained in an acceptable paper or pdf format, where it can be
justified that a static record maintains the integrity of the original
data. However, the data retention process must be shown to
include verified copies of all raw data, metadata, relevant audit
trail and result files, software / system configuration settings
specific to each analytical run*, and all data processing runs
(including methods and audit trails) necessary for reconstruction
of a given raw data set. It would also require a documented
means to verify that the printed records were an accurate
representation. This approach is likely to be onerous in its
administration to enable a GMP compliant record.

Many electronic records are important to retain in their dynamic
(electronic) format, to enable interaction with the data. Data must
be retained in a dynamic form where this is critical to its integrity
or later verification. This should be justified based on risk.

* computerised system configuration settings should be defined,
tested, ‘locked’ and protected from unauthorised access as part of
computer system validation. Only those variable settings which
relate to an analytical run would be considered as electronic raw
data.

Computer system
transactions:

AVEL—R2VRTA
DLy

(—H DT — Z4LPR)

AV a—H VAT LD T U a bk, BHEEL L
ITHE—OFGBEHIEREALE LTIT) —HOBREDOZ L TH D,
BRIFAR X VBT X0 22BN REMEIC LY 22— —n F T
P arvBETTHETIE. MUy v a s aERT D
PEIZTEARIFLS, & U CRERMEA b L —DIBRF S U720,

=P =N TV T g EETTHETIE, AT —H,
Trbb, a—W—% . BfFERRENIY AT 2 OB FERRNC I

VT 4 VIR EMELRZ FEIT LT & 2 iXa—P—I12 X 0 [AIRIC e
IR TH LI L, toBEE —DO N TP r v aicE
Lobnank ) arCa— X VAT AERHTHL, 2 VT
4 TINVIRBEAT » 1%, B E T 585 E 2R AT < w#Y)
PR RERR L. HPHH D VIIDTICUND HRENRTF A—Z Th 5,
B, e ARG RIS L TEL 2 L,
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/= (AN

MERITU AT L (MES) I2BWTIL, ka2 FELEET S
OICEFELN LITLITEREN S,

A computer system transaction is a single operation or
sequence of operations performed as a single logical ‘unit of
work’. The operation(s) that make up a transaction are not
saved as a permanent record on durable storage until the user
commits the transaction through a deliberate act (e.g. pressing a
save button).

The metadata (i.e., user name, date, and time) is not captured in
the system audit trail until the user commits the transaction.

In Manufacturing Execution Systems (MES), an electronic
signature is often required by the system in order for the record
to be saved and become permanent.

BRAEHAL OHF)

o 2 OMEOFEE

o THREET VT 4 INIRBEEIGHT/RT A —2 DN

o Ny TFTHEMTIEDME L OFEREOM B — Bt iR

o Ny FITEMT BE 2 OJFIEORGE, B2 X, BINo v —
FUANT VT A INTHDEEZLNDGE —X22H)

o HANIFFE LI-EEOEME Z L7 X s B—pilig
A7y 7 LTEMTLLIRDENTND & &, fHilZIE,
BMOY—rr o ZARTav AHEICE > TZ VT 4 L E
1IE 2 6N TWRWEAE — X35

Computer systems should be designed to ensure that the
execution of critical operations are recorded contemporaneously
by the user and are not combined into a single computer system
transaction with other operations. A critical processing step is a
parameter that must be within an appropriate limit, range, or
distribution to ensure the desired product quality. These should
be reflected in the process control strategy.

Examples of 'units of work":

e  Weighing of individual materials

e Entry of process critical manufacturing / analytical
parameters

e Verification of the identity of each component or material that
will be used in a batch

o Verification of the addition of each individual raw material to
a batch (e.g. when the sequence of addition is considered
critical to process control — see figure 2)

e Addition of multiple pre-weighed raw materials to bulk vessel
when required as a single manufacturing step (e.g. when the
sequence of addition is not considered critical to process
control — see figure 3)
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Figure 2: Logical design permitting contemporaneous recording of addition of a single material in a manufacturing ‘unit of work’. This record is permanently recorded

(step 2), with audit trail, before progressing to next ‘unit of work’.

Allows for contemporaneous recording of the material addition by the operator
and verifier.

Material Additions

Step Instructions Data
1. Scan barcode of material ABC123. ABC123
<Barcode» e e,
| DEENS 2 U T 4 AT DAL, Z O |
2. Add material ABC123 to the blender. i fEZ 1 b TP rvare L, ZOB—REDH |
—_— | AT S, |

Next Step )
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Figure 3: Logical design permitting the addition of multiple materials in a manufacturing ‘unit of work’ before committing the record to durable media. Steps 1, 3 and 5

are contemporaneous entries (bar code), but are not permanently recorded with audit trail until step 6.

Dees nat allow for contempemnecus recerding of the material addition by the

operater and verifiar.
Material Additions
Step | Instructions Data
1. Scan barcode of materlal ABC123. ABC123
<Barcoda>
2. Add material ABC123 to the blender.
3. Scan barcode of materlal DEF456. DEF4S&
<Borcoder
4, idd materlal DEF456 to the blender.
5, Scan barcode of materlsl GHI789, GHI789 | REE |
sbarcode> CEEREN 7 U T 4 VTR WA RO ERE |
| EELDTL R Z Y Frvarve L, TRHOR |
6. Add material GHI789 to the blender. V ERER A L CEET S, i

Noxt Step )
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T — 2 BT INCEGAR, WEE, #HiEH D WVIXRGFT 255
BEAREM O T RCEHEEFL, A7 — B X OeD T — & iR
5 F. T=HDOTRTOEFEERT I ENTEDLLIICVAT

EEREFLRITNER L2, T RTOEFIIEEEIToT A&
ﬁﬁf ERIITARFEEFHEB AT 2 2 &, BMAREMMERED
BEROA T a—HP =N TN &,

7 DUV E 2 —CMGEE Lo V1T 5 L 91, T AR
WP SN TV BT — 2 O4 M2 Rard 5 = k kﬁ%@%@ﬁ
R LIL L END b ORI OB R ICED D Z L, BEAE
DL Ea—l, a—Y—DulF o+ 7% —R— KELRED
?m(@/x%bﬁﬁ%awém%i@w RGO L B 2 —
I RSN T = &NV AT ALR— 2L E2—75 2
ETEu,

BB O L Ea—ZHFEIT) 7T =4 Db Ea—KBEo 7T nt 2
DORELCAIS DL, SRDE, BIRETROLS T4 &
AR U T2 BRI O TIT 9 & K, EEEIED L v = —2MT
PN L BHERTEX WS 5 L, BRI B2 —DF
& % K39 2. GMPEIE D & DIZAHT &7~ BEAZERR R E L
THRET 2Tl FlxiX, 7—% 04k, LB, AR X
OHIBR7Z EICBT 2 EEEN CH 5, BAGENNT, BT 55—
AOYARLELTLE2—LTLWL, HANINYT—FEN
= ISR ) BERRIC L LE 2 —LTH LV, QAIZHECAK®D
—ER L U CHET AR, A7 —2BLOA X T —H kX
BYLEa—L, 7—ZHTAF L 20 FHR0FNEICHEEICHES S
T 5 &,

BEfLiti & 595 Y AT LBAHE LRV o0 A B AE b
BEDMiiO S T2V AT AR FICAD LD IZR D £ T, MN—AD
BLARERNC L0 7T — X OEFENGET 5 2 &L TR, BT
BEDMi D S 72V AT A & id, EAFESMERESHLAIA ENTo T AT
L, BOLNIA L H =T 2= AN T — F ZRTW LM T EE
BAEBE Y 7 b7 = T B SNIZ S AT L TH D, GMPHA KD

R&& EH

Term Definition

Audit Trail GMP DEEEFEMNIA X T —F Th Y  GMP BT — % DEH
HLIFHIBREWST2 L 972 GMP E27 U T ¢ 7Dt

ESEALRS FRCHY, BEEIHNCE Y GMP #{EA BMEET S Z L TX
o
GMP audit trails are metadata that are a record of GMP critical
information (for example the change or deletion of GMP
relevant data), which permit the reconstruction of GMP
activities.
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Annex 1LIZFRH S LA DB R L FRE D Z L A FK~—X
EERFEMNC X A4 7V v RV AT ARNERTE 5D THNIL,
A= AEETBNIFR SND, ZOREEEZFEH T 2WiEE
1L, BRI OX D AT MMI2017THERETIIT v 77 L— T
LHEHIEENTND,

Where computerised systems are used to capture, process, report
or store raw data electronically, system design should always
provide for the retention of full audit trails to show all changes to
the data while retaining previous and original data. It should be
possible to associate all changes to data with the persons making
those changes, and changes should be time stamped and a
reason given. Users should not have the ability to amend or switch
off the audit trail.

The relevance of data retained in audit trails should be considered
by the company to permit robust data review / verification. The
items included in audit trail should be those of relevance to permit
reconstruction of the process or activity. It is not necessary for
audit trail review to include every system activity (e.g. user log
on/off, keystrokes etc.), and may be achieved by review of
designed and validated system reports.

Audit trail review should be part of the routine data review /
approval process, usually performed by the operational area which
has generated the data (e.g. laboratory). There should be evidence
available to confirm that review of the relevant audit trails have
taken place. When designing a system for review of audit trails, this
may be limited to those with GMP relevance (e.g. relating to data
creation, processing, modification and deletion etc). Audit trails may
be reviewed as a list of relevant data, or by a validated ‘exception
reporting’ process. QA should also review a sample of relevant
audit trails, raw data and metadata as part of self inspection to
ensure on-going compliance with the data governance policy /
procedures.
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If no audit trailed system exists a paper based audit trail to
demonstrate changes to data will be permitted until a fully audit
trailed (integrated system or independent audit software using a
validated interface) system becomes available. These hybrid
systems are currently permitted, where they achieve equivalence
to integrated audit trail described in Annex 11 of the GMP Guide. If
such equivalence cannot be demonstrated, it is expected that
facilities should upgrade to an audit trailed system by the end of
2017.

Data Review

F—4LEa—

EF— 2 5E )T — 2 DL Ea—RRAO v AE2HE L
FIERHDHZ Ly T—F L a—IZITERIEN 2 S EE A %5
—HZ DL Ea—%EbbHI &,

T=A L a—TRERT 5 2 L,

F—=HLE2—IlBWTZT—H5WIFRRARNAE RSN
Bl NEHELTFIEICEHE L TR Z &, ZOFIEICBWT,
GMPIZHE A LT FIEIZEWT — X OFTIES LT L Z1T 2 5
FolkeLT{ L, ZEL, tOT—2BHBHEHICL, B
AR KV ETIEOREZBHfCE 5 L 912 LT &, ALCOAEH]
WD Z L, ALCOAFHNZOWTIL, T—HDEFELSHROZ
L,

There should be a procedure which describes the process for
the review and approval of data, including raw data. Data review
must also include a review of relevant metadata, including_audit
trail.

Data review must be documented.

A procedure should describe the actions to be taken if data review
identifies an error or omission. This procedure should enable data
corrections or clarifications to be made in a GMP compliant
manner, providing visibility of the original record, and audit trailed
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traceability of the correction, using ALCOA principles (see ‘data’
definition).

Computerised system
user access / system
administrator roles

AVEaL—42EIRTA
DA—HFF7HORR/RA
FLEEEDRE

T U AEEEREE 7 VIZIEH L, FIREICIXE ORESI2E L
TEY, »OFOFAJE L TWAREO LD T 7 & AR %
HBz25Z b, X HxOBIZEZTT 78 AL~V
ATC&E2Z ¢, F2, 22—V =T 7R L -VVICEET 5 ERER
WMOAFIHTED L OMRIET D &,

e A U HANTIHIDICE DT 7 B RTHFETE 20,
A Ea—Z LY AT ABMER L ——T 7 B AR ARE/R K O
WELNTWDEE, ZOMEEZFEHATLIZ L, ZOHA, 7
A ABBMBEATIVLENHD0H LIV,

a2 —ZEV AT AL o T, B—a—Y—ua /(L
MTE7RW, IV F2——a s A U ERRLNTWD T &
EARMLTWA, LEROa /A oRaffeL/ehar B a—X
(B AT LI ATFTE 556 GMPiist 1320174 K £ Tl
WU AT AT v 7 L—RT52 &, icEdlZca v
2 — ALY AT ANV E IR, BN A DBIREEBENTR S
NnNo, i@ ear Ba—2 LT AT AR EN) T LR
VATFATFTYFAL DL E 2 —IC LD IEY L LCENLTEL Z
L,

AT NEPEMERIL., MO KX S L EE A EE L TR/IME
DNIICIRET B2 L. WHDOY AT NEWET 7 & ff
FALTIEARbLRW, VAT LEHET ho v b &I 54,
BEADIDTRr 7 A > L, BEEREAZEOMANIIRET D X 512
TAHZ L,

T—2HIER, T N—RAEIE, VAT AMERERE R ENFRS
NTWDE VAT IEHEMHRIT, 7—XDAEKR., LEa—b2d
UMIARGRZR EITEEED DD D AT G L TWhiRniT Zevy, ki
BENPO LTZOX D RHIRN TERWGE, B DHERD 2
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ODT AT MIEVEREL NV OEHEITH) LN TE S,
VAT LEBEMEROL RSN TRTOEF T AL LT
BX, WEIATAIBWTARETHZ L,

FWANIL, 52 5N EICHE LI ERRD T v v T /A
VITAHIE, RERIR. THMEREIT) TRDOTR—T v —
W LT 7B A LR H DA, RO~ 3—T v —dv
AT LEBE T A LTIWIT R0,

Full use should be made of access controls to ensure that
people have access only to functionality that is appropriate for
their job role, and that actions are attributable to a specific
individual . Companies must be able to demonstrate the access
levels granted to individual staff members and ensure that
historical information regarding user access level is available.

Shared logins or generic user access are not acceptable.
Where the computerised system design supports individual user
access, this function must be used. This may require the
purchase of additional licences.

It is acknowledged that some computerised systems support
only a single user login or limited numbers of user logins. Where
alternative computerised systems have the ability to provide the
required number of unique logins, facilities should upgrade to an
appropriate system by the end of 2017. Where no suitable
alternative computerised system is available, a paper based
method of providing traceability will be permitted. The lack of
suitability of alternative systems should be justified based on a
review of system design, and documented.

System administrator access should be restricted to the
minimum number of people possible taking account of the size
and nature of the organisation. The generic system
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administrator account should not be available for use.
Personnel with system administrator access should log in under
unique log-ins that allow actions in the audit trail(s) to be
attributed to a specific individual.

System Administrator rights (permitting activities such as data
deletion, database amendment or system configuration
changes) should not be assigned to individuals with a direct
interest in the data (data generation, data review or approval).
Where this is unavoidable in the organisational structure, a
similar level of control may be achieved by the use of dual user
accounts with different privileges. All changes performed under
system administrator access must be visible to, and approved
within, the quality system.

The individual should log in using the account with the
appropriate access rights for the given task e.g. a laboratory
manager performing data checking should not log in as
system administrator where a more appropriate level of
access exists for that task.

Data retention

F—4RE

MICERSINTZET = F H LWL EMR a2 B —1E, fIIEAF ¥
VLI EICRVRET LN TELN, a2 —D%ERME KR
AES D FIENHESL SN TV D BENR D D,

T SRE R IRREL Ny 7Ty T T D LR,

T = LXEOREREIR, HED L ITRERIC L 50ERR
KNOER T EFEIRET LD THDL &, HEFERLEBITLY,
REBMAZB L CT =2 AT 7 VT 4 ZRFEL, LEEITIH T2
UZ—hLTHIZ L,

T2 EXFEORE LB =HICELEL TV IHE. ZOAF—
LRV RE SN TWD T — X OFTAMHE L ETICRNIOEE %
Hho Z &, TEBRE SN TV OIMEIGATICOVWT S, £
DHFRRIGETICEM SN D EROF B2 G A TEISHRT5 2
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Lo B EE B L ORNZEEOELIL. GMPA A RO7EIZ
RSN TWVDEICENTHEL T Z &,

Raw data (or a true copy thereof) generated in paper format may
be retained for example by scanning, provided that there is a
process in place to ensure that the copy is verified to ensure its
completeness.

Data retention may be classified as archive or backup

Data and document retention arrangements should ensure the
protection of records from deliberate or inadvertent alteration or
loss. Secure controls must be in place to ensure the data
integrity of the record throughout the retention period, and
validated where appropriate.

Where data and document retention is contracted to a third
party, particular attention should be paid to understanding the
ownership and retrieval of data held under this arrangement. The
physical location in which the data is held, including impact of
any laws applicable to that geographic location should also be
considered. The responsibilities of the contract giver and
acceptor must be defined in a contract as described in Chapter 7
of the GMP Guide

e Archive

e T7—h47 (BHE)

Son LT7 — 2 CBET D A 27— 2 fofé B TR E
ﬁ\ggiﬂ%%ﬁ“é ZEThHY TR b LIEROBEMEL
HIYE T 2,

Long term, permanent retention of completed data and
relevant metadata in its final form for the purposes of
reconstruction of the process or activity.

JBGEE L 72 RRdk 3isE L, M S D Z &7 < | & D W BRI
RSN D Z L WA - HIFREN NI I L TR Z L,

T A REWIMEE LT — % & A X T — 2O & REtEERE
WHREL 725 & 9 BT XziRDDH Z &,

Archive records should be locked such that they cannot be altered
or deleted without detection and audit trail.

The archive arrangements must be designed to permit recovery
and readability of the data and metadata throughout the required
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retention period.
e Backup KEEAZHME LTRE L CVWDRERRERBIED T—4 | X2 T v 7 EEIBOFIEF AN T—hENTWAHZ &,

o NyHTFyF

ABT =2  BROGHTIATICEAT 2EHERKER ED VAT A
AR E D = b
A copy of current (editable) data, metadata and system

configuration settings (variable settings which relate to an
analytical run) maintained for the purpose of disaster recovery.

Backup and recovery processes must be validated.

File structure

7271 IER

T 7 ANERIINET DT — AT VT L U ATICRERE
BROD, 77 v b7 7 AINVOEE - HIBRBFIRERGA. 7 —4
DERE, LE a2 — I L LY BERRFICLAEH L FIE
BEHNANE LD,

File structure has a significant impact on the inherent data integrity
risks. The ability to manipulate or delete flat files requires a higher
level of logical and procedural control over data generation, review
and storage.

° Flat files:

o IJSYbMrITFTAI:

(7T "T77A40] i, AXT—HDOTXTEEFF-TND
DT WMEAZ DL a— RKEW9H, FlxiE, pdf 771 /1, dat
77 A, doc 7 AL

A 'flat file' is an individual record which may not carry with it all
relevant metadata (e.g. pdf, dat, doc ).

7Ty N7 AME. T A NVERRCRKET BIZBET B AN
AR TF =R EEiehnt LIV WD, BIEDH A 7RONEF O JE
Rk T A EILTE W, BT N7 Ty N7 ANVE
T HBR, AT —ZERIZET D A X7 — 2 LA K5
ZENBHD, 727 L, TNHITEMER o IR STV D,

WH, T2 OB EEZ L<EZALZE, ([EMRaE—)

=2 M)

BlZE, V= a Ty —FRXR—2AFDT —X LT 5 &
77y N7 7 ANMTEARENCKRE R T =2 AT 7V T 1
AT BGFHET D, 2FV,. 77 b7 7 A NMEHR—~T 7 AL E L
THAIELZVEIRLZY T500KS Th D,

Flat files may carry basic metadata relating to file creation and
date of last amendment, but cannot audit trail the type and
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sequence of amendments. When creating flat file reports from
electronic data, the metadata and audit trails relating to the
generation of the raw data may be lost, unless these are retained

as a ‘true copy’.

Consideration also needs to be given to the ‘dynamic’ nature of the
data, where appropriate (see ‘true copy’ definition)

There is an inherently greater data inteqgrity risk with flat files
(e.g. when compared to data contained within a relational
database), in that these are easier to manipulate and delete as a
single file.

. Relational
database:

e YL—LaFIT—
AR—ZR

Y= a7 —F_X—=2%, FETL7 =40 FT—
B Dk 10 B3R 2 TRIGETICANT D, il 2 D L 22— Rid,
TRV Ea— DA Z T —Z e LTAER - xS
Do

A relational database stores different
components  of associated data and metadata in different
places. Each individual record is created and retrieved by
compiling the data and metadata for review.

TR L AT =2 DOBRPHERR SN TWARE 727 7 A MZT
— APREFEENTHWAEDT, VJI—YaFAF—FR—ADT 7
A NAERIIAEINC LV LETH D, T—ZCHRERREA 25—
Z B AR, FTESHDWVIFERLE Y ET28568, 77 h7
FANVATLED Y L— g FT—H =D XY EA
TH5H,

VL —ya T —F_R—=ANLIEREETT 256, 7 —2
—AY =L, b L FVva—REERLZOT ) r—ra v
MBI/ 5,

This file structure is inherently more secure, as the data is held in a
large file format which preserves the relationship between data
and metadata. This is more resilient to attempts to selectively
delete, amend or recreate data and the metadata trail of actions,
compared to a flat file system.

Retrieval of information from a relational database requires a
database search tool, or the original application which created the
record.

Validation - for intended
purpose (See also

a2 —H b AT A% EU GMP Annex 11 OZEHIZHE A L
K LHARICH AN T —hENDZ L, ZORDITIE, v

S

NIISS
o

N

|
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Annex 15 and GAMP 5)

NYyF—o3v—8BEL
=-BMIzxt3d S (Annex1b
BLUGMP5 £ 8RBDC
&)

— AL AT LN T BT AT B W TR TR 2 AR 5 BN
HD, VAT IMERSER U HiE & XBEGR R <IThb i e s
BT IAN) T =g T =23, ZoHBICLVZITAND Z L
MNTERY, BHRLEZr AR Ra—W—0 IT FEEE L
AN TWRWEE EE DT 2 MIBZ 6 < BEREMEES T ICHIPR
S, PQEHZHI-I2WNWTHA D,

a2 —Z b AT LADOERIEH AN T — g D

o UL —Ia T —HR—ANGERENTD AT AL IR—
MEIGMPY AT ADEERFIN E L THEHATE S

o OQIZBWTSOPZIEL, HhIMA L Ea—3 5 FIREZT
WTHZL, IDHIT, VEa—R{RLETDHT—XDEFK%SOP
WCHETAHZ &,

o (B L-H@oN)F— gy L LTPQICBITAT A |
kY F—H L a— TR T — N AR AL FE— MNT
ELLHHEEN . SOPICH#H LT —F L Ea—D 7k Xz
BELIEERNTERINTWA Z L 2RSS,

Computerised systems should comply with the requirements of EU
GMP Annex 11 and be validated for their intended purpose. This
requires an understanding of the computerised system's function
within a process. For this reason, the acceptance of
vendor-supplied validation data in isolation of system configuration
and intended use is not acceptable. In isolation from the intended
process or end user IT infrastructure, vendor testing is likely to be
limited to functional verification only, and may not fulfil the
requirements for performance qualification.

For example - validation of computerised system audit trail

e A custom report generated from a relational database may be
used as a GMP system audit trail.

e  SOPs should be drafted during OQ to describe the process
for audit trail verification, including definition of the data to be
reviewed.

e 'Validation for intended use' would include testing during PQ to
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confirm that the required data is correctly extracted by the
custom report, and presented in a manner which is aligned
with the data review process described in the SOP.
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Revision Publication Month Reason for changes
Revision 1 January 2015 None. First issue.
Revision 1.1 March 2015

Added clarifications in response to stakeholder questions.
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